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Abstract. The Controller Area Network (CAN) protocol has been ex-
tensively used in many application domains, including industrial control,
appliances, medical, and transportation. The last sector includes manned
and unmanned vehicles in land, maritime and aerospace.
The definition of the CAN with Flexible Data rate (CAN FD) specifica-
tion, currently under normalisation, enhances the original CAN protocol
in two ways: it extends from 8 to 64 bytes the maximum payload size of
a data frame; it enhances the bus signalling rate, while maintaining the
determinism of node network access arbitration.
The CAN FD data frame includes in its header an Error State Indicator
(ESI) flag. Thus, one fundamental question is whether or not the ESI flag
will be useful for building highly reliable distributed real-time embedded
systems based on the CAN FD protocol?
This communication formulates the problem in terms of provisioning
node failure detection and membership services for CAN FD systems.
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1 Introduction and Motivation

The Controller Area Network (CAN) [4, 8] is a widely used simple and robust
protocol. Despite the large application base, the original CAN protocol specifi-
cation exhibited two main shortcomings: a data frame payload size limited to a
maximum of 8 bytes; a low data signalling rate on the bus, intended to allow
a quasi-stationary operation of the network which is exploited to implement a
deterministic node network access arbitration scheme.

The CAN with Flexible Data rate protocol [9] aims to overcome those limita-
tions: allowing message encapsulation with payloads up to 64 bytes and allowing
nodes to switch to a faster bit signalling rate after network access, through the
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original CAN deterministic node/message arbitration scheme, has been decided.
In the redefinition of frame’s format, CAN FD includes in its data frame header
an Error State Indicator (ESI) flag, transmitted dominant by error active nodes
and recessive by a node in the error passive state. The ESI flag does not exist
in the original CAN protocol [8, 9].

Reasoning on the utility of the ESI flag, one first observation is that it allows
an higher observability of CAN FD based systems. Moreover, this enhanced
observability is (almost) non-intrusive, since it requires only a bit (out of many)
per transmitted CAN FD data frame. Non-intrusive observation and runtime
verification of CAN based systems have been addressed recently in [6, 5].

On the other hand, the CAN protocol has been used for building highly
reliable distributed real-time embedded systems [11], through the definition and
design of useful constructs such as bus media redundancy [12], fault-tolerant
broadcast communication [14], clock synchronization [10], node failure detection
and membership [13]. These works need to be revisited and reformulated in the
context of the CAN FD protocol. This communication goes towards that goal,
reasoning on the utility of the CAN FD ESI flag in terms of provisioning node
failure detection and membership services for CAN FD based systems.

2 Controller Area Network

CAN is a multi-master network that uses a twisted pair cable as transmission
medium [4, 8, 3]. The network maximum length depends on the data rate. The
maximum values are: 40m @ 1 Mbps [3]. A single bit can be transmitted in the
bus at a time. The signalling of a bit in the bus takes one out of two values:
recessive, also the state of an idle bus; dominant, which always overwrites a
recessive value. This behaviour, together with the use of unique frame identifiers,
is exploited for bus arbitration. A carrier sense multi-access with deterministic
collision resolution policy is used [4, 8]. If several nodes compete for bus access,
the node transmitting the frame with the lowest identifier gets the bus.

CAN FD: CAN with Flexible Data rate

The CAN FD protocol is allowed to mix the nominal quasi-stationary operation
with non-stationary data transfers, where a node has permission to partially
transmit a data frame at a secondary (”higher”) bit signalling rate. During this
non-stationary period: a single node may be transmitting at a time; several bits
may be travelling in the bus at the same time. CAN FD [9] enables data rate
switching at a pre-determined control bit, the Bit Rate Switch (BRS) bit of the
data frame structure illustrated in Figure 1. Therefore, the CAN FD BRS bit
establishes a boundary separating:

– arbitration-phase - which uses the ”normal” bit signalling rate, allowing the
CAN deterministic arbitration scheme to operate properly;

– data-phase - enabling the use of a ”higher” rate for bit signalling.

A third phase, performed at the normal bit signalling rate, intended for frame
acknowledgement, terminates the CAN FD data frame transmission.



Fig. 1. CAN FD data frame structure and format.

Frame Formats

A data frame is a piece of encapsulated information disseminated on the network,
which contains as payload a message, a user-level piece of information. A remote
frame has no payload. Accordingly with the CAN specification several nodes may
simultaneously transmit the ”same” remote frame1. Since one cannot have more
than one transmitting node in CAN FD, no remote frame formats are defined for
this protocol [9]. Protocols above CAN FD must resort to CAN remote frames
if their use is required, as it happens in [14, 13].

Fault Confinement

Fault confinement mechanisms are based on two (transmit/receive) error coun-
ters, with each error causing an increment larger than the decrement resulting
from a successful data/remote frame transfer. With a very high probability, the
node causing the error will experience the highest error count increase.

Upon reaching a given error threshold a node enters into the error passive
state, where: it is allowed to transmit and receive frames; after transmitting a
data or remote frame, the node is obliged to an additional wait period before it
can start a new transmission; only succeeds to signal errors while transmitting.

Otherwise, the node is in the error active state, the normal operating mode,
or it is bus off, where it does not participate in any bus activity, being unable
to send or receive frames.

3 Node Failure Detection and Membership

Informally, a membership service provides consistent information, at any given
time, about ”who is present” and ”who is absent” in a distributed system.
Though this may generically refer either to processes or to processors (nodes),
this communication is specially concerned with site/node membership. Namely,
in the context of the CAN FD protocol, we aim to revisit, re-analyse and refor-
mulate the node failure detection/site membership protocols described in [13].

As a general rule, each CAN or CAN FD node may signal its active state
through the broadcast of a life-sign message, which works as an heartbeat. To
save network bandwidth (a scarce resource in CAN) normal traffic is implicitly

1 Meaning, nodes must specify the same identifier and Data Length Code (DLC) field.



used in [13] as a life-sign. The use of CAN FD ESI flag allows to extract, (almost)
with no overhead, a sign that a node is correct or has been severely affected by
errors. A node signalling an error passive state through the ESI flag is in fact
sending a dying-sign. This can trigger a combination of strategies such as: placing
the node in quarantine; early declaration of the node’s crash failure; apply failure
prediction techniques in order to forecast the node’s failure/recovery [1].

Node crash failures still need to be detected, but the lack of an heartbeat
from a given node will (non-intrusively) trigger hardware-based timing failure
detectors, as proposed in [7, 2]. Dissemination of this failure notification to all
active nodes should resort to CAN remote frames, even in CAN FD systems.

Exploitation of CAN FD data frame’s characteristics (increased payload and
lower message deliver latency) will have a positive impact in the execution of [13]
internal reception history and site membership view agreement protocols.
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