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ABSTRACT 1

Embedded real-time applications that interact with the out-
side environment may be subjected to temporal uncertainty
due to the potential asynchronous characteristics of events.
If event handling, which is usually associated with inter-
rupts, is not carefully controlled, overload scenarios can
cause application tasks to miss deadlines, with severe con-
sequences. In this paper we address the problem of control-
ling event handling timeliness, by enhancing the real-time
multitasking kernel RTEMS with components to character-
ize event rate, decide if there is an overload situation, and
switch between an interrupt mode and a polling mode event
handling. This is done with minimal impact on the existing
application, by replacing the interrupt handler by another
one that implements those control mechanisms before call-
ing the original application interrupt service routine. A case
study using the keyboard as the input device is presented,
and implementation issues are discussed.
KEY WORDS
Real-time embedded systems, Event handling, Interrupt rate,
Temporal protection, RTEMS.

1 Introduction
Embedded control applications consist in general of sev-
eral tasks that need to be executed in a concurrent fash-
ion. Usually, these tasks (at least some of them) have
real-time requirements, being of utmost importance to en-
sure timeliness properties. Most of these control applica-
tions also need to interact with the real-world, perform-
ing input/output operations through a set of devices such
as sensors and actuators. Due to the basic requirements of
these applications (concurrent tasks, real-time, input/output
event handling), multitasking real-time kernels are a fun-
damental component in their development. They provide
an adequate infrastructure to help embedded systems pro-
grammers in the implementation of such applications.

However, when there is interaction with the external
environment, care must be taken if we want to preserve
timeliness guarantees. If external events are not controlled,
they may cause uncertainty in the time domain due to po-

1This work was partially supported by FCT, through Project
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tential overload situations. This happens when the event
rate associated with the interaction to the external world is
not bounded (or at least can be higher than the assumed
value at design time).

In order to solve this problem we need to address the
main methods to deal with input/output event handling and
incorporate timeliness control mechanisms. Event filter-
ing, interrupt rate control, switching between interrupt and
polling modes and tuning of polling cycle times, are exam-
ples of actions to take to achieve the desired goals. Ideally,
these timeliness control mechanisms should be integrated
in the system as smoothly as possible, and in a generic way
so as to be usable for several different types of events.

In this paper, we present work done to solve this
problem in the context of the real-time multitasking kernel
RTEMS, but it can be applied to other real-time kernels.

The paper is organized as follows: in the next section
we give a brief overview of RTEMS; in Section 3 consid-
erations about input/output event handling and the use of
interrupts are made; in Section 4 timeliness control mech-
anisms are explained and solutions are introduced; in Sec-
tion 5 the results of the incorporation of those timeliness
control mechanisms into the RTEMS real-time kernel are
presented. In Section 6 we present some related work, and
the paper ends with the conclusions.

2 The Multitasking Kernel RTEMS
RTEMS (Real-Time Executive for Multiprocessor Sys-
tems) is a well-known, real-time multitasking kernel, with
a modular architecture, offering interesting characteristics
to support the development of real-time embedded appli-
cations [1]. It was designed to support applications with
real-time requirements while being compatible with open
standards. It is an open source operating system, that is
currently maintained by OAR (On-Line Applications Re-
search Corporation). It is available for several different
platforms/architectures, including the PC386 [2], which is
the one we use in this work. It provides a high performance
environment including the following features:

• multitasking capabilities
• homogeneous and heterogeneous multiprocessor systems
• event-driven, priority-based, preemptive scheduling



• optional rate monotonic scheduling
• intertask communication and synchronization
• priority inheritance
• responsive interrupt management
• dynamic memory allocation
• high level of user configurability

From the point-of-view of its internal architecture
RTEMS can be viewed as a set of layered components that
provide a set of services to a real-time application sys-
tem. The executive interface presented to the application
is formed by grouping directives into logical sets called re-
source managers (Figure 1).

Figure 1. RTEMS resource managers ([1])

A more detailed description of each RTEMS resource
manager can be found in [1], but in a generic way, the set
of available RTEMS managers provide the ability to have
real-time multitasking applications where it is possible to
have communication and synchronization between cooper-
ating tasks and between tasks and interrupt service routines
(ISRs). Functions utilized by multiple managers such as
scheduling, dispatching, and object management are pro-
vided in the executive core, which depends on a small set of
CPU dependent routines. As embedded systems resources
are usually scarce, RTEMS was specifically designed to al-
low unused managers to be excluded from the run-time en-
vironment. This way, an application does not have to pay
(in memory size) for something that it does not need.

All these aspects make RTEMS a suitable operating
system for the development of most real-time applications.
However, as we explain in this paper, there are situations
where additional control is needed when interacting with
the external world. This is particular important when the
application has strict timeliness requirements and the over-
all system may be subjected to event overload. In the next
sections we will present solutions to deal with this problem
and increase RTEMS robustness.

3 Event Handling - Interrupts

External events are detected either by polling the specific
device or having the device generate an interrupt. While
polling the device provides a more controlled way to deal
with the events, it can be very inefficient because there

may be nothing to read or, if the polling period is too high,
events may be lost. An event-triggered approach, through
the use of interrupts, provides a more flexible architec-
ture. In scenarios where the occurrence of events is not
uniformly distributed in the time domain, or where there
are dynamic aspects in the overall system, an interrupt ap-
proach is usually more effective.

In RTEMS, it is the interrupt manager that al-
lows the application to specify an interrupt service rou-
tine (ISR) by connecting a function to a hardware inter-
rupt vector. The RTEMS directive to establish an ISR
(rtems interrupt catch) accepts the address of the user’s
ISR and its associated CPU vector number. It installs the
RTEMS interrupt wrapper in the processor’s Interrupt Vec-
tor Table and the address of the user’s ISR in the RTEMS’
Vector Table. This directive also returns the previous con-
tents of the specified vector in the RTEMS’ Vector Table.
When an interrupt occurs, the processor will automatically
vector to RTEMS, which saves and restores all registers
that are not preserved by the normal C calling conven-
tion for the target processor and invokes the user’s ISR.
The user’s ISR is responsible for processing the interrupt,
clearing the interrupt if necessary, and for device specific
manipulation. It is called with the vector number as argu-
ment which allows the application to identify the interrupt
source and thus being able to use the same routine to ser-
vice different interrupts, if desired. Once the user’s ISR
has completed, it returns control to the RTEMS interrupt
manager which will perform task dispatching and restore
the registers saved before the ISR was invoked. Using the
interrupt manager insures that RTEMS knows when a di-
rective is being called from an ISR. The ISR may then use
some system calls to synchronize itself with an application
task. The synchronization may involve messages, events or
signals being passed by the ISR to the desired task.

Although flexible, interrupts may however introduce
uncontrolled situations. In most multitasking kernels,
RTEMS included, interrupts have higher priority than any
task running on the processor. If an interrupt overload sit-
uation takes place, the application timeliness may be in
jeopardy. In order to have the flexibility of interrupts, but
at the same time being able to preserve application time-
liness properties, we need timeliness control mechanisms
in event handling to filter potential interrupt overloading.
These overload situations may occur due to unanticipated
load, or due to faulty scenarios. In order to support de-
pendable real-time applications, those control mechanisms
are of utmost importance.

4 Control of Event Handling Timeliness
Asynchronous event handling, based on interrupts, intro-
duces temporal uncertainty that may interfere with applica-
tion timeliness. The rate at which interrupts are generated,
if not bounded, may affect task execution time and, in a
worst-case scenario, deadlines may be missed. To solve
this problem, one must ensure that a given maximum al-



lowed event rate is not overtaken. There must be a filter to
enforce that behavior (Figure 2).

Events
Filter

Figure 2. Applying a filter to control event rate

This control mechanism must intercept interrupts, de-
termine the interrupt rate to evaluate if there is an overload
situation, and, if necessary, disable interrupts and switch
temporarily to a polling mode.

4.1 Event Characterization

In order to implement these timeliness control mechanisms,
we need to have the means to characterize event occur-
rence, thus allowing to determine its rate and decide if there
is, or not, an overload situation (Figure 3). Just measuring
the time interval between any two interrupts may not be
enough. Although it is useful in specific situations to detect
a fault scenario if a pre-defined maximum inter-arrival time
is exceeded, in a more generic situation it may be possible
(from the point-of-view of the application) to have several
interrupts in a given time interval, being that load tolerated.
We would like to have more information about the event
occurrence before making a decision.

Event
Characterization

(e.g. Digital Filter)

events

x[n] y[n]

(interrupts)
event info
(e.g.  rate)

Figure 3. Module for event characterization

As interrupts are discrete events, in the context of
this work, we decided to exploit discrete signal process-
ing knowledge [3], with adaptations, to deal with this prob-
lem. The idea is to have a digital filter, that is applied to
events and provides information about them. For now, we
are mainly interested in obtaining the event rate, but in a
more generic situation, depending on specific filter param-
eterization, it will be possible to obtain different type of
information about the events.

Discrete Event Processing
In order to apply the discrete event processing, we need to
discretize time [4, 3]. Although we may consider the com-
puting system internal clock as discrete (resolution∼ 1µs),
in a macroscopic scale, from the point-of-view of event

generation intervals, it can be considered as continuous.
Discretization will be done through sample/hold. Assum-
ing a given sampling period (Tsample), system state is pe-
riodically checked (sample) and kept (hold) until the next
sampling. Continuous time t is thus transformed to a dis-
crete time n through t = nTsample. To represent that an
event has occurred at discrete time n, a scalar discrete func-
tion x[n] (x : Z → 0, 1) is used:

x[n] =

{

1, if an event occurs in n

0, otherwise (1)

Consider another discrete function z[n] which represents
the number of detected events until n

z[n] =

n
∑

i=1

x[n] (2)

assuming that no events occurred for n < 1 (that is, x[n] =
0, ∀n < 1). This is, in the discrete signal literature[3],
described as running sum or “discrete integral”. It simply
adds the number of events that occurred in the past plus if
an event is occurring now, at discrete time n. In a recursive
form, Equation 2 can be represented as

z[n] = z[n − 1] + x[n] (3)

The event rate can therefore be described as another dis-
crete function y[n] given by

y[n] =
z[n]

n
(4)

which gives the average of the number of events occurred
until the time n. For a recursive form of y[n], the following
equation can be derived from equations 3 and 4

y[n] =
z[n − 1] + x[n]

n
=

(

1 −

1

n

)

y[n − 1] +
1

n
x[n] (5)

Although the average number of events may be im-
portant from the point-of-view of event characterization,
for our current purpose (overload detection), we would like
y[n] to give, not the average number of events since the
origin of time, but information about a more instantaneous
event rate generation. Otherwise, if the system has been
running for a long time (large n), it will be very slow to
react to an event overload. This happens because all events
are assumed to have the same importance regardless of hav-
ing occurred recently or a long time ago.

The most obvious solution to this problem consists in
considering only the last events inside a temporal window
(D). In the literature this is known as a FIR (Finite Impulse
Response) filter, where z[n] would be given by

z[n] =

n
∑

i=n−D+1

x[n] (6)

The parameter D is known as the FIR dimension and repre-
sents the number of samples of x[n] to be considered in the
past. The event rate is now determined by the average of
the last D samples (note that this filter is equal to the first
one presented if D = n).

y[n] =
z[n]

D
=

1

D

n
∑

i=n−D+1

x[n] (7)



Another solution to have a more responsive system
consists in weighting events based on the time of its occur-
rence. For that, we can use an IIR (Infinite Impulse Re-
sponse) filter (recursive filter) and weight the events based
on the event occurrence time. The event rate is given by

y[n] = αy[n − 1] + (1 − α)x[n] (8)

where the parameter α belongs to the interval ]0; 1[ in order
to have a stable system and y[n] positive. Note that this
filter can also be converted to the first one if we make α =
(1 − 1/n) (see Equation 5).

Using our methodology it is possible to implement
specific filters to handle special cases such as a maximum
burst size, for example. It is also possible, if desired for
performance, to implement these filters using hardware.

4.2 Overload Detection
Having a modular component able to characterize events,
it is now possible to use it to detect if/when there is an
overload situation. The way events are registered/applied to
that component could be done using a specialized task that
periodically samples system state. However, that method is
inefficient, implying to run the task even when there are no
events and, if the polling period is too high, may also miss
events. Moreover, if an overload situation is in progress,
the polling task may be overrun by interrupts and so the
goal for which it was designed is not achieved.

As we are mainly interested in overload situations
caused by interrupts, detecting an overload situation inside
the Interrupt Service Routine (ISR) is a preferred method.
All events (interrupts) are accounted for, and there is only
associated processing when a new event is generated. It
also allows for a faster response to an overload situation by
being able to immediately disable the interrupt. The down-
side of this method is the time overhead required inside
an ISR to calculate the event rate, and possible restrictions
about the use of floating-point operations. However, it is
possible to make some optimizations, as will be explained
later. The fact that the system is not sampled with a peri-
odic rate (assumed in the discrete event processing litera-
ture [4, 3]), is easily overcome by registering the time of
event occurrence and transform it to discrete time as ex-
plained before (t = nTsample). When a new event occurs
we know the elapsed time since the last registered event
and thus are able to “reconstruct” the sampling data be-
cause we know that there were no events in the meantime.

4.3 Overload Handling

When an overload is detected and the corresponding in-
terrupt is disabled, two methods can be used to allow a
graceful degradation of the services while maintaining a
bounded interference with the rest of the system. By al-
lowing interrupts in certain time intervals, the system can
limit the interference and admit some interrupts to be pro-
cessed. Adapting the time interval in which interrupts are

enabled, the system can cope with transient situations and
decide whether the overload has passed. A timer can be
used to inform when to re-enable the interrupt.

A second solution consists in having a special peri-
odic task that polls the device, checking for events and de-
termining if an overload is still present. If not, the system
returns to the normal state by enabling again the interrupt.
The period and priority of this task must be such that it
does not interfere with the deadlines of the rest of the sys-
tem. The component to determine the current event rate
to decide if there is still an overload situation, or not, can
be the same as before. However, to provide a more sta-
ble environment, a hysteresis cycle can be used with the
definition of two different thresholds M and m, associated
with mode switching. The value of the low threshold (m)
is even much lower than M because when in polling mode
there are events that might be missed (due to a larger sam-
pling period). When controlling the overload of more than
one interrupt source, the same task can be used acting as a
cyclic executive calling the processing routines associated
with each event.

4.4 Implementation in RTEMS

The mechanisms described above can be implemented in
RTEMS with minimal impact on the existing infrastruc-
ture. The original Interrupt Service Routine (ISR) asso-
ciated with the event is replaced by another one that, using
the previous described components, determines the inter-
rupt rate, decides if there is an overload, disabling the inter-
rupt and switching to a polling mode if necessary, and calls
the original ISR to process the event (see Figure 4). Note
that the RTEMS directive to specify an ISR returns the ad-
dress of the existing ISR. The pseudo-code of the new ISR,
implementing an IIR filter to determine the interrupt rate,
is described in Figure 5.

Overload
?

no

yesDisable interrupt
Mode switch

interrupt rate
Determination of

Original ISR

Figure 4. Flowchart of the new Interrupt Service Routine

As explained before, due to the fact that events are
registered in an asynchronous way (when an interrupt oc-
curs) instead of periodically (as assumed in the discrete sig-
nal processing literature), some adaptations must be done.
Continuous time must be converted to discrete time tak-
ing into account the sampling period. As system state
(event occurrence) is only registered when events do oc-



newISR(){
// event rate determination

t = getTime();
n = sampleHold(t);
y[n+1] =α

n−last n y[n] + (1-α);
last n = n;

// overload detection and mode switching
if( y[n+1] > M ){

state = overload;
disableInterrupt();
switchPollMode();

}
// event processing

originalISR();
}

Figure 5. Pseudo-code of ISR using IIR filter

cur, we must also account the event non-occurrence during
the elapsed time. As x[n] = 0 when an event does not oc-
cur in n, y[n] is given by only the first term of Equation 8.
This way, during an interval N without events, y[n] can be
obtained by Equation 9.

y[n] = αy[n − 1] = α
2
y[n − 2] = ... = α

N
y[n − N ] (9)

As the term αn−last n is too computationally expensive
to be determined at runtime in the ISR, a table is used
(built during system initialization) to perform this calcu-
lation with only one memory access. The exponent, which
is an integer, is used for indexing the correct table position.
If the exponent is higher than the table length, a value of
zero is used instead (recall that α < 1).

The time granularity offered by RTEMS is a clock
tick, which is user defined but typically around 10ms.
This resolution is not suitable for this kind of filters due
to the sampling time being of the same order as the min-
imum inter-arrival time of the interrupts, which is around
10 − 100µs. A new function was built that reads from the
internal count of Timer0 (in the Intel-386 architecture)
offering a time resolution of 1µs.

5 Results

To demonstrate the ability of the proposed control mech-
anisms to cope with overload scenarios, a simple test in-
volving a rapid keyboard user and a deliberate stuck key is
presented. Although the keyboard is not a very fast device
(it can generate 33 interrupts per second), it can, neverthe-
less, be used as a representative input device. To determine
the interrupt rate, we used an IIR filter with the following
parameters: Tsample = 1ms; M = 0, 02; m = 0, 002; α =
0, 999; PollingPeriod = 300ms (polling task).

Figure 6 represents the situation where no protection
mechanism is implemented. In the first 4000 samples, a
user is pressing keys normally and y[n] tends to stabi-
lize to a relatively low value. In between n = 7000 and
n = 11000 a stuck key is experimentally simulated, result-
ing in the rise of y[n]. One can see that the user is not fast
enough to trigger overload detection, whereas the rhythm

Figure 6. Event rate (IIR filter, no protection mechanism)

of the stuck key is more than enough. At approximately
n = 4500 and n = 11000, y[n] decreases rapidly due to
the way the function αn−last n is implemented in the ISR.
The table used has a dimension of 200 sampling periods,
meaning that if two interrupts are separated by more than
this time interval, y[n] is set to (1 − α) = 0, 001. Besides
reducing the size of the table, this is also a good mechanism
to rapidly decrease y[n] when the user stops pressing keys.

In Figure 7 the same scenario is represented, but now
with the protection mechanism activated. When y[n] goes
above M , the system detects an overload, disabling key-
board interrupts and activating the polling task. During
the overload, the system reads the keyboard and because
there were pressed keys, the system stabilizes with approx-
imately y[n] = 1/300 = 0, 0033. When the overload is
over (y[n] < m), the system enables the interrupts again
and returns to normal mode.

Figure 7. IIR Filter and protection mechanism

6 Related Work

Ensuring timeliness properties in real-time applications is
very important. When applications interact with the exter-
nal world this problem is harder to solve. Traditional work
related to real-time addresses mainly scheduling algorithms
such as RMS (Rate Monotonic Scheduling) and EDF (Ear-
liest Deadline First) [5, 6], that are concerned with meeting
the deadlines of processes without having much interfer-
ence from input/output events. Other works reserve spe-
cific percentages of CPU to critical activities thus providing
a temporal protection to those activities in more dynamic



environments where overload scenarios are not ruled-out
[7]. However, when there is also event overload, event han-
dling must be addressed as well.

I/O throttling is a technique that can be used to con-
trol the rate of input/output operations. In [8] this technique
is used together with other techniques to control resource
usage. They use a sliding window of recent events to com-
pute the average rate for a target resource. The assigned
limit is enforced by the simple expedient of putting applica-
tion processes to sleep when they issue requests that would
bring their resource utilization out of the allowable profile.
However, dealing with external events implies a different
approach to enforce temporal protection. Events must be
filtered at the interface between the system and the environ-
ment. From the point-of-view of event handling there are
mainly two alternatives: the event-triggered approach and
the time-triggered approach [9, 10]. As their names sug-
gest, in the first case the system reacts to events, whereas in
the second case it is the elapsing of time that regulates sys-
tem behavior. Although the time-triggered approach makes
it easier to reason about system properties in the time do-
main [11], it is not always realistic to assume this type of in-
teraction with the real-world. An event-triggered approach
is more flexible and, with the right control mechanisms, can
be used most of the time.

The work presented in [12], is a recent work, devel-
oped in parallel with our work, that has a similar goal: to
prevent interrupt overload. However, they are mainly con-
cerned in bounding the interrupts, whereas we are also in-
terested in a more complete characterization of event oc-
currence before deciding about the existence of an event
overload. In [13] there is an effort to integrate task schedul-
ing and interrupt scheduling. Although an important issue,
it is not always possible to have this type of approach, due
to specific system limitations.

7 Conclusions
In this paper we addressed the problem of controlling the
timeliness associated with event handling in overload sce-
narios. This is a very important issue for embedded real-
time applications that need to interact with the external en-
vironment. These applications are usually concurrent and
have tasks with strict deadlines. Interrupts associated with
event handling, if not carefully controlled, may introduce
system overload and jeopardize those real-time deadlines.

In this work, we explained how to incorporate control
mechanisms to provide temporal protection in the context
of the multitasking kernel RTEMS. Following a structured
and modular approach, event occurrence is characterized,
enabling to make a decision about the existence, or not, of
an overload situation. When an overload is detected, the
interrupt associated with the event is disabled, and event
handling is done using a polling mode, thus enforcing the
desired maximum allowed rate. When the event rate re-
turns to a normal situation, the original interrupt mode is
restored. This control mechanism is done with minimal

impact on the existing application by replacing the original
interrupt service routine (ISR) by another one that performs
the desired control before calling the original ISR.

The case study presented uses a keyboard, which, al-
though a slow device, illustrates the achievements that are
possible to obtain. The same type of control mechanisms
can be applied to other input devices that have a smaller
time granularity.
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