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Abstract
Real-time behavior is specified in compliance with timeliness requirements, which in essence calls for synchronous
system models. However, systems often rely on unpredictable and unreliable infrastructures, that suggest the use
of asynchronous models. Several models have been proposed to address this issue. We propose an architectural
construct that takes a generic approach to the problem of
programming in the presence of uncertain timeliness. We
assume the existence of a component, capable of executing
timely functions, which helps applications with varying degrees of synchrony to behave reliably despite the occurrence
of timing failures. We call this component the Timely Computing Base, TCB. This paper describes the TCB architecture and model, and discusses the application programming
interface for accessing the TCB services. The implementation of the TCB services uses fail-awareness techniques to
increase the coverage of TCB properties.

1. Introduction and Motivation
A large number of the emerging services have response
or mission-criticality requirements, which are best translated into requirements for fault-tolerance and real-time.
That is, service must be provided on time, either because of
dependability constraints (e.g. air traffic control, telecommunication intelligent network architectures), or because
of user-dictated quality-of-service requirements (e.g. network transaction servers, multimedia rendering, synchronized groupware).
Real-time behavior is specified in compliance with timeliness requirements, which in essence calls for synchronous
system models. Under this model there are known bounds
for all relevant timing variables.
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However, unpredictable and unreliable infrastructures
are not adequate environments for synchronous models,
since it is difficult to enforce timeliness assumptions. Violation of assumptions might cause incorrect system behavior. In contrast, an asynchronous model is a well-studied
framework, appropriate for these environments. Informally,
’asynchronous’ means that there are no bounds on timing
variables, such as processing speed or communication delay. In summary, fully asynchronous models do not satisfy
our needs, because they do not allow the specification nor
the enforcement of timeliness specifications. On the other
hand, enforcing the properties of fully synchronous models is very difficult to achieve in infrastructures with poor
baseline timeliness properties. The issue that has to be addressed is: what system model to use for applications with
synchrony (i.e. real-time) requirements running on environments with uncertain timeliness?
We propose a framework that describes the problem in a
generic way. We call it the Timely Computing Base (TCB)
model. We assume that systems can rely on services provided by a synchronous module, the TCB.
The proposed TCB is just a small part of the system and
thus its properties can be implemented with high coverage.
We describe an architecture that takes reliability concerns
into account, enforcing the coverage of TCB synchronism
properties. We show how the TCB services can be implemented and how they can be used by applications.
The paper is organized as follows. In the next section
we present a brief survey of related work. Section 3 provides the definition of timing failure. The Timely Computing Base Model is introduced in Section 4, after which
we present the services and application programming interface of the TCB, in Section 5. Sections 6 and 7 discuss how
to implement the TCB services and improve their coverage
through self-checking mechanisms. The paper concludes
with some considerations about future work.

2. Related Work
Several previous papers have proposed models for systems with uncertain temporal behavior. Chandra & Toueg
have studied the minimal strengthening of the time- free
model [14] such that the consensus and atomic broadcast

problems become solvable in the presence of crash failures:
they give a failure detector which will eventually stop suspecting at least one correct process and that will eventually
suspect all crashed processes[6]. The present authors, in
separate teams, have developed models of partial synchrony
that can be seen as precursors of the present work: the
timed-asynchronous model, where the system alternates between synchronous and asynchronous behavior, and where
hardware clocks provide sufficient synchronism to make decisions such as ’detection of timing failures’ or ’fail-safe
shutdown’[8]; the quasi-synchronous model, where parts
of the system have enough synchronism to perform ’realtime actions’ with a certain probability[20]. All these works
share a same observation: synchronism or asynchronism are
not homogeneous properties of systems. That is, they vary
with time, and they vary with the part of the system being
considered. However, each model has treated these asymmetries in its own way: some relied on the evolution of synchronism with time, others with space or with both. Other
works have studied the minimum guarantees for securing
the safety properties of the system, assuming a time-free
liveness perspective [9, 10].

3. Timing Failures
In our opinion, a general model can be devised that encompasses the entire spectrum of what is sometimes called
partial synchrony. The common denominator of systems
belonging to that realm is that they can exhibit timing failures, denoted as the violation of timeliness properties. Informally, timeliness properties concern the specification of
timed actions, such as: P within T from t0 (T - duration;
t0 - instant of reference). Examples of timed actions are
the release of tasks with deadlines, the sending of messages
with delivery delay bounds, and so forth. A full discussion
can be found in [22].
The bounds specified for a timed action may be violated,
in which case a timing failure occurs. We base our approach
on the observability of the termination event of a timed action, regardless of where it originated. If a timed action does
not incur in a timing failure, the action is timely.
Timing Failure - Given the execution of a timed action X
specified to terminate until real time instant te , there
is a timing failure at p, iff the termination event takes
0
0
place at a real time instant te , te < te ≤ ∞. The
0
delay, Ld = te − te , is the lateness degree
This brings us to the central issue of this paper: the
Timely Computing Base (TCB) model and its implementation and programming interface, as a paradigm for achieving timely actions in the presence of uncertain timeliness.

4. The Timely Computing Base Model
The architecture of a system with a Timely Computing
Base (TCB) is suggested by Figure 1. The first relevant aspect is that the heterogeneity in system synchronism was

cast into the system architecture. There is a generic or payload system, over a global network or payload channel.
This prefigures what is normally ’the system’ in homogeneous architectures, that is, where applications run. Additionally, there is a control part, made of local TCB modules,
interconnected by some form of medium, the control channel. The medium may be a virtual channel over the available
physical network or an alternative network in its own right.
The second relevant aspect is that the TCB has well-defined
synchronism properties. The TCB provides simple support
services, such as the ability to detect failures, to measure
durations, and to execute timely timed actions. For certain
types of less critical applications, it is not necessary that
all sites have TCBs. However, note that this decreases the
capability of these sites to exhibit guaranteed synchronous
behavior, which may be a nuisance in, e.g., fail-safe or realtime systems. So, for simplicity, and to show the virtues
of the model, in this paper we assume that every site has a
TCB.
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Figure 1. The TCB Architecture

4.1. Payload System Properties

We assume a system model of participants or processes
(we use both designations interchangeably) which exchange
messages, and may exist in several sites or nodes of the system (we use both designations interchangeably). Sites are
interconnected by a communication network. The system
can have any degree of synchronism, that is, if bounds exist for processing or communication delays, their magnitude
may be uncertain or not known. Local clocks may not exist or may not have a bounded drift rate. We assume the
system to follow an omissive failure model, that is, components only have late timing failures— and omission and
crash, since they are subsets of timing failures— no value
failures occur.
The system model has uncertain timeliness: bounds may be violated, or may vary during system
life. Still, the system must be dependable with regard to
time: it must be capable of timely executing certain functions or detecting the failure thereof.

4.2. Timely Computing Base Properties
We now define the fault and synchronism model of the
TCB. There is one local Timely Computing Base at every
site. We assume only crash failures for the TCB components, i.e. that they are fail-silent. Furthermore, we assume
that the failure of a local TCB module implies the failure of
that site. The TCB subsystem, shown dashed in the figure,
preserves, by construction, the properties of a synchronous
system:
1
Ps 1 There exists a known upper bound TDmax
on TCB processing delays
2
on the drift
Ps 2 There exists a known upper bound TDmax
rate of local TCB clocks
3
Ps 3 There exists a known upper bound TDmax
, on the delivery delay of messages exchanged between TCB moduleFs

Property Ps 1 refers to the determinism in the execution
time of code elements by the TCB. Property Ps 2 refers to
the existence of a local clock in each TCB whose individual
drift is bounded. This allows measuring local durations, that
is, the interval between two local events. These clocks are
internal to the TCB. Property Ps 3 completes the synchronism properties, referring to the upper bound on the time
to exchange messages among TCB modules. We assume
that the inter-TCB channels provide reliable delivery, in the
sense that no messages addressed to correct TCB modules
are lost. The distributed TCB is the collection of all local
TCBs in a system, together with the inter-TCB communication channels (see Figure 1). From now on, when there
is no ambiguity, we refer to TCB to mean the ’distributed
TCB’, accessed by processes in a site via the ’local TCB’ in
that site. We assume nothing about how many local TCBs
can fail, since under a fail-silent model this is irrelevant to
the correctness of operation of the distributed TCB.
Note that having a computing base with these properties
opens very interesting perspectives, in terms of turning the
TCB into an oracle for applications (even asynchronous)
to solve their time-related problems. Accomplishing this
raises three orders of problems:
• defining the minimal services— the TCB must be kept
simple;
• defining the payload-to-TCB interface— to allow potentially asynchronous applications to dialogue with a
synchronous component may prove delicate;
• implementing the TCB services with the necessary
coverage.
The minimal services required to satisfy a wide range
of applications with timeliness requirements have essentially to do with: ability to measure distributed durations
with bounded accuracy; complete and accurate detection of
timing failures; ability to execute well-defined functions in
bounded time.
The way applications interact with the TCB is also another important problem. Applications can only be as
timely as allowed by the synchronism of the payload system. That is, the TCB does not make applications timelier,

it just detects how timely they are. However, when timing failures occur, the TCB can help implement contingency
plans, such as timely fail-safe shutdown. Finally, although
the TCB detects timing failures, nothing obliges an application to become aware of such failures. In consequence, applications take advantage of the TCB by construction, typically using it as a pacemaker, letting it assess (explicitly
or implicitly) the correctness of past steps before proceeding to the next step. The crux of this style of operation is
the application programming interface, which we discuss in
Section 5, together with the TCB services.
Finally, the TCB implementation, which we discuss in
Section 6. One may suggest that we are only hiding in
the TCB the main problem that other systems have: achieving coverage of synchrony assumptions. We stress the fundamental architectural principle that makes the approach
different from previous models— by design, there are: a
larger-scale, more complex, asynchronous at the limit, payload part, where we can run the logic part of our algorithms,
which can even be time-free; and a small-scale, simple, synchronous, control part, where we can run the time-related
part of our algorithms, with the support of the TCB services. In consequence, the coverage of the implementation
of synchronous services on the TCB can be made comparably much higher than one would achieve for the same
services implemented on the payload system. In generic
terms, the TCB can be seen as a coverage amplifier for the
execution of the time-critical functions of any system (the
TCB services). Still, the TCB can still fail with nasty consequences for the safety of applications no matter how small
and simple it may be. In Section 7, we show how to improve
the coverage of the TCB through very simple self-checking
mechanisms.

5. Dependable Programming on the TCB
How can the TCB help design dependable and timely applications? We begin this section with the presentation of a
simple set of services to be provided by the TCB. Then, we
introduce and explain the application programming interface between payload applications and the TCB. Note that
the interface must ensure correct interaction between the essentially asynchronous world of the payload applications,
and the synchronous world of the TCB.

5.1. Services of the TCB
The TCB provides the following services: timely execution; duration measurement; timing failure detection. These
services have a distributed scope, although they are provided to processes via the local TCB instantiations. Any
service may be provided to more than one user in the system. For example, failure notification may be given to all
interested users. We define below the properties of the services. The properties are defined as seen at the TCB interface. We start with timely execution and duration measurement.

Timely Execution
TCB 1 Eager Execution: Given any function F with an
execution time bounded by a known constant TXmax , for
any eager execution of the function triggered at real time
tstart , the TCB terminates F within TXmax from tstart
TCB 2 Deferred Execution: Given any function F , and
a delay time lower-bounded by a known constant TXmin ,
for any deferred execution of the function triggered at real
time tstart , the TCB does not start the execution of F within
TXmin from tstart
Eager Execution allows the TCB to execute arbitrary
functions deterministically, given a feasible TXmax . Deferred Execution allows the TCB to execute delayed functions, such as those resulting from timeouts (TXmin ).

TCB 5 Timed Strong Accuracy: There exists TT F Dmin
such that any timely timed action X(p, e, TA, tA ) that does
not terminate within −TT F Dmin from te is considered
timely by the TCB if the local TCB does not crash until
te + TT F Dmax
The majority of detectors known are crash failure detectors. We introduce timing failure detectors. Timed Strong
Completeness can be understood as follows: “strong” specifies that any timing failure is perceived by all correct processes; “timed” specifies that the failure is perceived at most
within TT F Dmax of its occurrence. In essence, it specifies the detection latency of the pTFD. Timed Strong Accuracy can also be understood under the same perspective:
“strong” means that no timely action is wrongly detected
as a timing failure; but “timed” qualifies what is meant by
’timely’, by requiring the action to occur not later than a
set-up interval TT F Dmin before the detection threshold te .
In essence, it specifies the detection accuracy of the pTFD.

Duration Measurement
2
such that given any two
TCB 3 There exist TDmin , TDmax
events es and ee occurring in any two nodes, respectively at
real times ts and te , ts < te , the TCB measures the duration
between es and ee as Tse , and the error of Tse is bounded
2
by (te − ts )(1 − TDmax
) − TDmin ≤ Tse ≤ (te − ts )(1 +
2
) + TDmin
TDmax

The measurement error has 1) a fixed component TDmin
that depends on the measurement method, and 2) a component that increases with the length of the measured interval,
i.e., with te − ts . This is because the local clocks drift permanently from real-time as per Property Ps 2.
The measurement error can only be bounded a priori if
the applications are such that we can put an upper limit on
the length of the intervals being measured, say TIN T . This
2
would bound the error by: TIN T TDmax
+ TDmin . When
it is impossible or impractical to determine the maximum
length of intervals, the clocks in the TCB must be externally synchronized. In that case it is guaranteed that at any
time a TCB clock is at most some known  apart from realtime. In systems with external clock synchronization, the
measurement error is bounded by 2. Note that internal
clock synchronization for the matter would not help here.
Although given properties Ps 1–Ps 3 one could implement
global time, explicitly synchronized clocks would just improve some variables quantitatively, but they would not increase the power of the model. To minimize the assumptions of the model, we refrain from requiring synchronized
clocks.

5.2. Application Programming Interface
Given the baseline asynchronism of a payload application, there are no guarantees about the actual time of invocation of a TCB service by the former. In fact, the latency
of service invocation may not be bounded. The same can be
said of the actual time that responses or notifications from
the TCB arrive at the application buffer. When considering the interface definition this is perhaps the most important problem. The interface presented in this section makes
the bridge between a synchronous environment and a potentially asynchronous one.
Duration Measurement
The most basic function we have to provide is obviously
one that allows applications to read a clock:
timestamp ← getTimestamp ()

Timing Failure Detection
Another crucial service of the TCB is failure detection.
We define a Perfect Timing Failure Detector (pTFD), using
an adaptation of the terminology of Chandra[6].

The function returns a timestamp generated inside the
TCB. Since the application runs in the payload part of the
system, when it uses a single timestamp there are no guarantees about how accurately this timestamp reflects the current time. However, a difference between two timestamps
represents an upper bound for a time interval, if the interval took place between the two timestamps. For instance,
just by using this function an application is able to obtain
an upper bound on the time it has needed to execute a computation step: it would suffice to request two timestamps,
one before the execution and another after it. If this execution is a timed action, then the knowledge of this upper
bound is also sufficient to detect a timing failure, should it
occur. The TCB recognizes the importance of measuring
local durations and explicitly provides interface functions
to do this:

TCB 4 Timed Strong Completeness: There exists
TT F Dmax such that given a timing failure at p in any timed
action X(p, e, TA, tA ), the TCB detects it within TT F Dmax
from te

When the startMeasurement function is called, the
application has to provide a timestamp to mark the start

tag ← startMeasurement (start ev)
end ev,procdelay ← stopMeasurement (tag)

event. It gets a request tag. When it wants to mark the end
event, and obtain the measured duration, it calls stopMeasurement for tag. The service gets a timestamp for the
end event, and the difference between the two timestamps
yields the duration. A very simple example of the usage
of these functions is depicted in Figure 2a. Here, an application has to execute some computation in a bounded time
interval (Tspec ), on a best-effort basis. If this is achieved,
the computation results can be accepted. Otherwise they are
rejected. Possibly there will be subsequent (adjacent) computations also with timeliness requirements. In that case,
the end event of a computation is used as the start event of
the next one in order to cancel the time spent to verify the
execution timeliness (shown in the far right of the figure,
with startMeasurement(B)).
Timely Execution
The timely execution service allows the construction of applications where strict timeliness guarantees are sporadically required. In essence, timely execution means the possibility of guaranteeing that something will be executed before a deadline (eager), or that something will not be executed before a liveline[21] (deferred). This maps onto the
following interface function:
end ev ←
startExec (start ev,delay,t exec max,func)

When this is called, func will be executed by the TCB.
The specification of an execution deadline is done through
the start ev and t exec max parameters. The former is a
timestamp that marks a reference point from where the execution time should be measured. The latter, a duration,
indicates the desired maximum termination time counted
from start ev. On return, the end ev parameter contains
a timestamp that marks the termination instant. The delay
parameter is the deferral term, counted from start ev. If
it is zero, it is a pure eager execution function. The feasibility of timely execution of each function must be analyzed,
for instance, through the calculation of the worst-case execution time (WCET) and schedulability analysis (see Section 6).
Not all eager execution requests are feasible. Depending
on the specified parameters and on the instant the request
is processed, the TCB may not be able to execute it and, in
that case, an error status reporting this fact will be returned
and made available in the interface.
The example of figure 2b illustrates the utility of the eager execution service. Suppose the application had to execute the computation of the Figure 2a with such strict timeliness requirements (instead of on a best-effort basis) that
it would delegate it to the timely execution service of the
TCB. The computation had a WCET and was short enough
to be schedulable by the TCB. Then, instead of issuing
a startMeasurement request, the application would call
startExec with the appropriate func. t exec max would
be Tspec . The request would always succeed, unless the delay between the getTimestamp call and the execution start

was so large that the execution was no longer schedulable.
The application would just need to check the startExec
return status.
Timing Failure Detection
We now present the API of the timing failure detection
(TFD) service and give two short examples that illustrate
how it should be used to solve concrete problems.
As introduced in section 5.1, there is logically only one
TFD service, with the properties TCB4 and TCB5. However, in practice it is wise to make a distinction between the
detection of timing failures in local timed actions and in distributed timed actions. This distinction is important in terms
of interface, because in one case the failures are only important to one process (the one performing the action) while in
the other they are important to many (all those affected by
the distributed action). Therefore, the API described here
has two sets of functions: for local and for distributed timing failure detection. The following two functions provide
for all that is necessary concerning local timing failure detection:
tag ← startLocal (start ev,spec,handler)
end ev,procdelay,faulty ← endLocal (tag)

With startLocal an application requests the service to
observe the timeliness of some execution. The TFD service
takes start ev as the start instant of the observed execution, and spec as the specified execution duration. Each
request receives a unique tag so that it is possible to handle several concurrent requests. Since the service has to
timely detect timing failures, it does not accept requests to
observe executions that have already failed. The timely reaction to a timing failure can be delegated on the TCB, using the handler parameter. This parameter identifies one
of the built-in functions of the TCB, executed as soon as the
failure is detected (e.g., an orderly fail-safe shutdown procedure). Note that there would be no guarantees about the
timeliness of the reaction if it were done in the payload part
of the system.
When the execution finishes the application has to call
the end local function, with the identifier tag, in order
to disable the detection for this action and receive information about the execution: when it finished, its duration and
whether it was timely.
The relevance of this service and the importance of
timely reaction to failures can be better explained with the
following example. Consider a distributed system composed of a controller, a sensor and an actuator processes
(Figure 3a). The system has a TCB and the payload part is
asynchronous. Since processes are in different nodes, they
can only communicate by message passing. The sensor process periodically reads a temperature sensor and sends the
value to the controller process. When the controller receives
a new reading, it compares it with the set point, and computes the new value to send to the burner, in order to keep
the temperature within the allowed error interval. It then
sends a command to the actuator process. The system has
three classes of critical requirements: (a) the temperature
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Figure 2. Using TCB services: (a) Duration Measurement; (b) Timely Execution
must remain within ±ε of a set point; (b) the control loop
must be executed frequently enough (the controller must
receive a valid temperature reading every D2 time units);
(c) once the sensor value read, the actuation value must be
computed and sent fast enough to the actuator to achieve
accurate control. Let us neglect, for simplicity, the delay in
sending the temperature reading from sensor to controller,
and consider that the actuation must be acknowledged in
D1 time units after the reading has been received. A solution for detecting delayed temperature readings is presented
in [13].
Requirement (a) can be ensured by the application logic
residing in the payload part. Requirements (b) and (c) can
be controlled by the TCB on behalf of the application.
System safety is compromised if D1 or D2 are violated.
In this case the system has to switch to a safe state. We assume the controller node to have full control of the heating
device power switch and thus able to turn it off, putting the
system in a safe state.
Since the system is asynchronous but has timeliness requirements, it has to rely on the TCB. In figure 3b it is possible to observe how the TFD service is used to detect local
timing failures. The controller receives a new temperature
reading at instant t1 (measured by the TCB). From this moment on the bounds D1 and D2 must be checked, and so
it is necessary to invoke the startLocal function twice.
Note the call endLocal(id0) after the other two: the call
disables detection for the previous period (D2 specification,
not shown), since a new message arrived. The controller
then sends a command to the actuator and, when it receives
the acknowledgment, endLocal is called again, this time
to terminate the execution of id1. Normally, neither D1 nor
D2 expire. If the computation takes so long that D1 expires, or if a message is not received from the sensor before
D2 expires (as depicted), the handler is immediately executed by the TCB. The handler function passed as argument
can be a very simple function that is executed by the TCB,
issuing a command to the actuator that turns off the heating
device.
A distributed execution requires at least one message to
be sent between two processes. Thus, the action to be observed for timing failure detection, in addition to local actions, is message delivery. Since a delivery delay is bounded

by a send and a receive event, the TFD service just has to
intercept message transmissions. The described interface
provides not only the required functionality but also allows
message interceptions to be done in a very simple and intuitive manner. In the following functions we only present the
TFD service-specific parameters (we omit normal parameters such as addresses, etc.).
tag ← send (send ev,spec,handler)
tag,deliv ev ← receive ()

The meaning of the send function parameters is similar to the ones of the startLocal function. We assume
it is possible to multicast a message to a set of destination
processes using this send function. The receive function
blocks the application until a message is received. On return, the function provides a message tag and a timestamp
for the delivery event. The information relative to timing
failures is queried by means of another function:
info1 · · · infon ← waitInfo (tag)
info = (delivdelay,faulty)

When waitInfo is called, the application will block until all information is available, but never more than the maximum timing failure detection latency (TT F Dmax ). waitInfo returns the delivery delay and the failure result for
each receiver process of message tag.
Using this service in the example of figure 3, we may
now extend the response time control (D1) back to the sensor reading moment, to enforce the freshness of sensor readings. In order to achieve that, the sensor message would be
sent using this interface, by specifying some maximum delivery delay. Upon message reception the waitInfo function could be used to detect a timing failure. There are other
examples of the utility of timing failure detection in application construction [1, 12, 11].

6. Implementing TCB Services
This section provides the basic principles and guidelines
to implement the TCB services. We show that despite the
importance of the services, their construction can be quite
simple. Likewise, their overhead on system execution is
kept at a low level.
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Figure 3. Using Local Timing Failure Detection: (a) Example Scenario and Timing Specifications; (b)
Detecting and Handling Timing Failures with the TCB

6.1. Timely Execution Service
There are two essential functions that must be provided
by the timely execution service, in order to enforce properties TCB1 and TCB2 introduced in Section 5.1: eager
execution and deferred execution. They can be combined,
as found in some real-time schedulers[4].
By definition, the timely execution service is designed
for the execution of short-lasting time-critical application
functions. These functions should not reside in the application address space. Functions have guaranteed behavior
when directly called by the TCB (for instance, they can not
be swapped out, otherwise it would be impossible to compute execution times). Inside the TCB, we have to assume
that a number of measures have been taken a priori, such
as the calculation of the worst-case execution time and the
schedulability analysis of the critical albeit simple set of
functions submitted to the TCB by each application. There
is a body of research on the schedulability of real-time operating systems and networks that contributes to the subject
of building the system support of a TCB[4, 15, 16, 17]. A
more detailed discussion about the engineering principles
behind the construction of a TCB can be found in [22].
Timely function execution can be explicitly triggered by
an application, but can also be implicitly triggered as a response to some failure detected by the timing failure detection service. The former method is intended for applications
where specific actions have to be executed in a bounded
amount of time. The latter is mostly useful for the implementation of fail-safe orderly shutdown procedures that
must be timely executed upon the occurrence of irrecoverable failures.

6.2. Duration Measurement Service
The local TCB module is trusted to provide accurate
readings of time intervals, enforcing property TCB3 (see
Section 5.1). Thus, when applications in the payload part
have to determine durations of executions or transmissions,
they delegate this task on the TCB, with the interface discussed in Section 5.

The availability of a local clock with bounded drift rate
is sufficient for the measurement of local durations. The
service has to know which are the two events that bound the
time interval, so that it can determine their timestamps. The
difference between the two timestamps yields the measured
duration. Another way for applications to keep track of their
timeliness is by using the timing failure detection service interface. This has the advantage of detecting whether a duration threshold is exceeded, besides measuring the duration.
Measurement of distributed durations is done differently. Given that we do not assume the existence of synchronized clocks, the methodology for measuring a distributed duration, that is, for relating timestamps of events
in different sites, relies on the well-known round-trip duration measurement technique[7], which is for the matter an
implicit clock synchronization action. Distributed durations
are often associated to the measurement of message delivery delays. A send and a deliver event bound the measured
duration. This technique produces an error associated to
each measurement whose value is dictated by several factors, including the separation between the two events[13],
as discussed in Section 5.1.

6.3. Timing Failure Detection Service
To construct the timing failure detection (TFD) service it
is necessary to employ more elaborate algorithms than for
the previously described services. The problem we have to
solve is how to build a timing failure detector which satisfies properties TCB4 and TCB5 (see section 5.1). Timing
failure detection of local actions is dealt with at the end of
this section. Timing failure detection of distributed actions
requires a protocol to be executed by all TFD modules on
top of the control channel. Recall that we are talking about
actions in the payload system.
For lack of space, in this paper we only provide the
intuition behind this protocol. However, the protocol is
available in a technical report[5]. The protocol executes
in rounds, during which each TFD instance broadcasts all
relevant information for the detection of timing failures.
Distributed common knowledge of failure occurrences is

achieved by disseminating information about locally detected failures. When an application sends a message, the
TFD service uses the distributed duration measurement service to measure its delivery delay. Therefore, TFD instances
in all destination sites will collect the measured value. The
error associated to this measurement yields the value of
TT F Dmin specified in property TCB5 (see [5] for a proof).
The TCB of the sender site logs the timed action specification of the sent message for later use. Each send request is
tagged with a unique identifier, known to the TFD service
and to the application. The information concerning each
sent message (identifier and bound specification) is disseminated to the relevant sites during the next round.
On each receiver site, the TFD service will eventually
learn the delivery delay and the specified bound of each
received payload message. The bound on the timing failure detection latency, expressed by TT F Dmax in property
TCB4, is enforced by timely executing a decision function
after a given amount of time.
Applications that want to perform a timed action provide
a timestamp for the start event (the measurement may start
before the action actually starts, but that only depends on the
application’s own timeliness). The TFD service performs an
admission test before accepting to control the action. This
test is required to guarantee that timely detection of failure
is achievable. In certain conditions (in the limit, if the start
timestamp is already older than tnow − Tduration ) timing
failure detection is infeasible and so the request fails. For
the application, this equals a timing failure.
Local actions are a subset of distributed actions, and they
can be checked locally. To detect timing failures of local actions it is necessary to pre-register those actions, specifying
the duration and getting a timestamp for the start instant.
Again, there is an admission test and the request may be
denied. The TFD service uses the timestamp, the current
time and the specified duration to set a timer that counts the
remaining time interval. Thereafter, either the TFD service
receives an indication that the action has ended or the timer
expires. The TFD service delivers the result, success in the
former case, failure in the latter.
As we mentioned above, it is possible to trigger the eager
execution of some function when a failure is detected. This
is the way to guarantee timely reaction to failures and thus
maintain correctness of the system (even when that means
the orderly execution of a shutdown procedure).

a plain desktop machine such as a PC or workstation. Likewise, the distributed TCB assumes the existence of a timely
inter-TCB communication channel. This channel can assume several forms that exhibit different hbound,coveragei
3
values for the message delivery delay (TDmax
). It may or
not be based on a physically different network from the one
supporting the payload channel. Virtual channels with predictable timing characteristics coexisting with essentially
asynchronous channels are feasible in some of the current
networks, even in Internet [19]. Observe that the bandwidth
required of the control channel is much smaller than that
of the payload channel: local TCBs only exchange control
messages. In a number of local area networks, switched networks, and even wider area networks, it is possible to give
guarantees for high priority messages[18, 3, 2]. In more demanding scenarios, one may resort to alternative networks
(real-time LAN, ISDN connection, GSM Short Message
Service, Low Earth Orbit satellite communication).
In fact, a TCB can be built out of normal hardware, and
this is the scenario that we consider here, as the most adequate to show the feasibility of the model. As shown in
Figure 4, the TCB is set-up on a real-time kernel that sits
directly on the hardware, so that it controls all time-critical
resources (e.g., clock, scheduler, network interface). The
regular operating system (e.g., Linux) is layered on top of
the kernel. The placement of the TCB between the O.S. and
the resources allows the TCB to monitor application calls
and protect the kernel activity with regard to timeliness. The
TCB offers a TCB- specific application programming interface (API)— presented in Section 5— which is provided
to the payload applications together with the regular O.S.
and system libraries interface. The API offers access to the
timely execution, duration measurement and timing failure
detection services. Note however, that applications not using the TCB need not be aware of the existence of the latter.
Payload
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7. Enforcing Synchronism Properties of the
TCB
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The TCB can be built in any way that enforces the TCB
synchronism properties Ps 1, Ps 3 and Ps 2 stated in Section 4. The TCB should be built in a way that secures the
above-mentioned properties with hbound,coveragei pairs
that are commensurate with the time-scales and criticality
of the application. In consequence, the local TCB can either be a special hardware module, or an auxiliary firmwarebased microcomputer board, or a software-based kernel on

Networking Infrastructure

Figure 4. Block Diagram of a System with TCB

We are assuming the TCB to be fully synchronous. We
are considering that the macroscopic services (timely exe-

cution, duration measurement and timing failure detection)
always execute correctly. As such, we are also considering that the microscopic operations on the resources— code
module executions and message transmissions— on which
their correctness depends, are perfectly timely, as per the Ps
properties. These are the foundations of a hard real-time device, which enforces the desired timeliness properties of the
TCB services, namely by testing schedulability and actually
scheduling computations and communication adequately.
However, there is always a risk that deadlines may be
missed, mainly if sporadic or event-triggered computations
take place [4]. We implement a few measures to amplify
the coverage of the Ps properties, which consist in transforming unexpected timing failures into crash failures: we
enforce fail-silence upon the first timing failure of a unit.
We can afford to do that because these failures will be rare
events, which could however compromise the safety of the
system. Note that we are not allowing timing failures inside
the TCB, so these are not tolerance measures, but safety
measures: with this transformation, we bring some unexpected failures back into the assumed failure mode universe
(crash). Note that there may be other, more sophisticated
approaches to improve coverage of a TCB, and there may be
distributed algorithmic approaches to a fault-tolerant TCB.
Again, we wish to persuade the reader that a baseline implementation of this model can lead to very robust systems
with simple mechanisms. Here is the approach and its validation:
• we only attempt to deal with unexpected failures in
time (not in the value) domain;
• we assume property Ps 2 (clocks) to be always valid;
we further assume that the same reliance can be put on
clock-based operations in general, such as reading the
local clock, and have the kernel set up alarms (watchdogs) that trip at a given time on the local clock;
• as such, we are concerned with the coverage of the
more fragile properties: Ps 1 (processing) and Ps 3
(communication);
• we monitor the termination instants of local computations submitted to the kernel and compare them with
the respective deadlines;
• we monitor the delivery instants of messages submitted to the kernel for transmission and compare them
with the respective deadlines;
• should any deadline be missed, we enforce fail-silence
of the unit observing the failure.
As depicted in Figure 4, the lower interface of the
TCB with the system resources is under the surveillance of
the monitoring mechanisms, based on fail-awareness techniques, i.e., techniques that allow the component to realize
it has suffered a timing failure. As suggested in the figure,
these mechanisms are hooked to a fail-silence switch, an
abstraction whose implementation has the effect of immediately halting the whole site.

Improving the Coverage of Timely Processing
To improve the coverage of Ps 1 we use the local clock to
measure local kernel execution durations. Recall that we
assume that we can place more reliance on the timeliness of
an alarm (watchdog), than on task scheduling. The kernel
logs the start timestamp (Ts ) of a time-critical computation
with maximum termination time TA , and sets an alarm for
the desired deadline (tdead = Ts +TA ). Either the computation ends in time, that is, until the deadline (Te ≤ tdead ) and
the alarm does not trip, or else the alarm trips and causes the
immediate activation of the fail-silence switch, crashing the
whole site.
Improving the Coverage of Timely Communication
A similar principle can be used to improve the coverage of
the bounded message delivery delay property (Ps 3). Message delivery delays are measured and compared to previously specified bounds. Round-trip duration measurement
is used, since we are in the presence of a distributed duration. From a structural point of view, the idea is to apply the
fail-awareness concept[12] to build a fail-aware broadcast
as the basic kernel communication primitive to serve the
TCB control channel. If a message is not delivered on time,
an exception is raised that causes the immediate activation
of the fail-silence switch, crashing the whole site.
Note that we cannot be as aggressive as with processing:
we can only act on delivery of the message and not at the
deadline instant. If we acted at the deadline point, we might
be acting on either a crash or a timing failure. Whatever
we did might not be appropriate in the case of crash, since
we would be interfering with an assumed failure mode. For
example, since we would crash a TCB that failed to receive
a message until the maximum delivery time, the crash of a
sending TCB (a normal event as per the assumptions) would
cause all recipient TCBs to commit suicide, crashing the
entire system. This would be inappropriate, since the crash
of a TCB causes no safety problems, so we only crash TCBs
after they receive a late message. On the other hand, with
our technique, if a sending TCB or the network would cause
all of the TCBs to receive a late message, then all the TCBs
would crash as well. However, from a safety viewpoint this
would be appropriate, in order to avoid contamination.

8. Conclusion
In essence, our paper is an attempt to provide a unifying
solution for a problem that has been addressed by several
research teams: how to reconcile the need for synchrony,
with the temporal uncertainty of the environment. Such
systems are characterized by having timeliness assumptions
that may be violated, producing timing failures in components. An analysis of the effect of timing failures on application correctness shows that besides the obvious effect of
delay, there are undesirable side effects: a long-term one, of
decreased coverage of assumptions; and an instantaneous

one, of contamination of other properties. Even when delays are allowed (e.g. soft real-time systems), any of these
effects can lead to undesirable behavior of a system. Dealing with them requires some capability of acting timely at
critical moments.
We have proposed an architectural construct that we have
called Timely Computing Base (TCB), capable of executing timely functions, however asynchronous the rest of the
system may be. Special hardware is not mandatory to
achieve synchrony of the TCB. The quality of that synchrony (speed, precision) is the only thing that may be improved by special components. By implementing only a
small and simple part of the system, the TCB can affordably
implement stronger properties. It acts in fact as a coverage
amplifier, for the execution of certain functions where high
assurance is desired.
We introduced a computational model based on the TCB,
generic enough to support applications (algorithms, services, etc.) based on any synchrony of the payload system,
from asynchronous to synchronous. From a system design
viewpoint, this is the same as saying from non real-time to
hard real-time. Namely: we proposed a few services for
the TCB to fulfill its role— timely execution, duration measurement, timing failure detection; and we devised an application programming interface allowing to propagate the
notion of time from the TCB to payload applications. Finally, we discussed the implementation of the TCB services
and the enforcement of the synchronism properties of the
TCB platform, by using fail-awareness techniques.
We are currently developing an experimental prototype
of a TCB. The infrastructure is composed of normal Pentium PCs, running Real-Time Linux, and communicating
over a LAN. We expect to be able to publish the results of
our experiments in the near future.
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